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Amendment to the Claims : 

This listing of claims will replace all prior versions, and listings, of claims in the 
application: 

Listing of Claims : 

1 . (currently amended): A content control method for controlling a process on 
a receiving side apparatus which is applied to content comprising a plurality of blocks 
transmitted from a transmitting side apparatus to the receiving side apparatus, 
comprising the steps of: 

adding first control information to one or more blocks of the content 
transmitted from the transmitting side apparatus to the receiving side apparatus, 

wherein said first control information specifies conditions for permitting 
processes to be applied to said one or more blocks of the content, and 

wherein the content including the first control information is stored in a first 
location of the receiving side apparatus; 

receiving a process designation corresponding to the content transmitted from 
the transmitting side apparatus to the receiving side apparatus, 

wherein second control information is stored in a second location of the 
receiving side apparatus, which receives the content transmitted from the 
transmitting side apparatus, anel 

wherein said second control information specifies conditions for which 
applying processes to the r.nntent is permitted, and 

wherein the conditions specified bv the second co ntrol information includes at 
least one tvoe of information selected from a cr oup consistino of user information of 



2 



U.S. Application No. 1 0/066,71 3 Attorney Docket: 500.41 1 55X00 

Response to OA mailed January 23, 2007 

the user about to use the contents, location information of the receiving apparatus. 
area information of the receiving apparatus, and time information : and 

if a condition specified by the second control information satisfies a condition 
corresponding to the process designation specified by the first control information, 
applying a process corresponding to the process designation to the received said 
one or more blocks of the content. 

2. (previously presented): A contents control method according to claim 1 , 
wherein as the process corresponding to the process designation, reproduction of 
said one or more blocks, copy of said one or more blocks, storage in a non- 
processible area, storage in a processible area, display of attendant data 
accompanying said one or more blocks, selection of an apparatus for transmission of 
said one or more blocks, or bi-directional communication between the transmitting 
side apparatus and the receiving side apparatus is carried out. 

3. (previously presented): A contents control method according to claim 2, 
wherein said one or more blocks of the content has an area to which control 
needed/unneeded information indicative of need/non-need for control of the content 
is added, and in case that the control needed/unneeded information indicates "need 
for control", the step of adding the first control information Is performed. 

4. (previously presented): A contents control method according to claim 3, 
said control needed/unneeded information is falsification detection needed/unneeded 
information indicative of need/non-need for detection of a falsification of the content, 
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and said first control information Is falsification detection Information for performing 
the falsification detecting. 

5. (previously presented): A contents control method according to claim 4 
further comprising: 

detecting Illegality to the received content on the receiving side apparatus; 

and 

in case that illegality is detected, a step of stopping the process corresponding 
to the process designation and applied to the block of the content, and notifying 
information concerning the illegality to the transmitting side apparatus or a third 
party. 

6. (previously presented): A contents control method according to claim 5, 
wherein in case that the condition specified by the second control information to 
apply the process corresponding to the process designation to the content does not 
satisfy the condition specified by the first control Information to permit the process 
corresponding to the process designation, in case that a falsification of the content is 
detected by the falsification detection needed/unneeded Information and the 
falsification detection information added to the received content, or In case that 
modification or loss of the first control information added to the content or the second 
control Information stored in the receiving side apparatus are detected, detection of 
illegality is determined on the receiving side apparatus. 

7. (previously presented): A contents control, method according to claim 6. 

wherein the information to be notified includes any one or more of pieces of 
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information concerning tfie falsification of ttie content, the modification of tlie first 
control information, the modification of the second control information stored in the 
receiving side apparatus, the received process designation, the content, transmitting 
side apparatus, and receiving side apparatus. 

8. (previously presented): A contents control method according to claim 7 
further comprising the steps of: 

adding history information indicative of the process substance applied to said 
one or more blocks of the content; 

re-transmitting the content with the history information from the receiving side 
apparatus to a second receiving side apparatus; and 

in case of the history information contradictory to conditions of the first control 
information added to the re-transmitted content , stopping the process applied to the 
block of the re-transmitted content, and notifying information concerning the process 
which includes any one or more of pieces of information concerning the content, the 
transmitting side apparatus and the receiving side apparatus which re-transmits the 
content, to the second receiving side apparatus which receives the re-transmitted 
content or the third party. 

9. (currently amended): A content control system for controlling a process on 
a receiving side apparatus which is applied to contents transmitted from a 
transmitting side apparatus to the receiving side apparatus, comprising: 

a control information adding processor for adding first control information to 
one or more blocks of a content transmitted from the transmitting side apparatus to 
the receiving side apparatus, 
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wherein said first control information specifies conditions for permitting 
processes to be applied to said one or more blocks of the content, and 

wherein the content including the first control information is stored in a first 
location of the receiving side apparatus; 

a process designation reception processor for receiving a process designation 
corresponding to the content transmitted from the transmitting side apparatus to the 
receiving side apparatus, 

wherein second control information is stored in the receiving side apparatus 
which receives the content transmitted from the transmitting side apparatus, ae^ 

wherein said second control information specifies conditions for which 
applying processes to the nnntent is permitted, and 

wherein the conditions soecified bv the second co ntrol information includes at 
least one tvoe of information selected from a g roup consistino of user information of 
the user about to use the contents, location information of the receiving apparatus, 
area information of the receiving apparatus, a nd time information: and 

a contents control processor for applying a process corresponding to the 
process designation to the received one or more blocks of the content, if a condition 
specified by the second control information satisfies a condition corresponding to the 
process designation specified by the first control information. 

10. (previously presented): A contents control system according to claim 9, 
wherein the contents control processor performs, as the process corresponding to 
the process designation, reproduction of the content, copy of the content, storage in 
a non-processible area, storage in a processible area, display of attendant data 
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accompanying the content, selection of an apparatus for transmission of the content, 
or bi-directional communication between the transmitting side and the receiving side. 

1 1 . (previously presented): A contents control system according to claim 1 0 
further comprising: 

a falsification detection information adding processor for adding falsification 
detection needed/unneeded information and falsification detection information for 
performing the falsification detection to the block, wherein the block of the content 
transmitted from the transmitting side apparatus to the receiving side apparatus has 
an area to which the falsification detection needed/unneeded information indicative 
of need/non-need for falsification detection of the content is added; and 

a falsification detection processor for stopping, in case that a falsification of 
the content is detected by the falsification detection needed/unneeded information 
and the falsification detection information added to the content transmitted from the 
transmitting side apparatus to the receiving side apparatus, the process 
corresponding to the process designation and applied to the block of the content, 
and transmitting information concerning the falsification to the transmitting side 
apparatus or a third party. 

12. (previously presented): A contents control system according to claim 1 1 , 

wherein history information indicative of the process substance applied to the 

content is added to the content, and in case of the history information contradictory 

to the conditions of the first control information, the process applied to the block of 

the content is stopped and information concerning the process is transmitted to the 

transmitting side apparatus or the third party. 
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13. (currently amended): A content transmitting apparatus for transmitting 
content from a transmitting side apparatus to a receiving side apparatus, comprising: 

a content reading processor for reading one or more blocks of a content 
transmitted from the transmitting side apparatus to the receiving side apparatus; 

a control information adding processor for adding first control information to 
said one or more blocl<s of the content transmitted from the transmitting side 
apparatus to the receiving side apparatus, 

wherein said first control information specifies conditions for permitting 
processes to be applied to said one or more blocks of the content , and 

wherein the content including the first control information is stored in a first 
location of the receiving side apparatus; and 

a content transmitting processor for transmitting the block of the content from 
the transmitting side apparatus to the receiving side apparatus, 

wherein a second location of said receiving side apparatus holds second 
control information for specifying conditions for which applying processes to the 
content is permitted, s o that a process corresponding to a process designation 
received by the receiving side apparatus is applied to said one or more blocks of the 
content, if a condition specified by the second control information satisfies a 
condition corresponding to the process designation specified by the first control 
information^ 

wherein the conditions soecified bv the second co ntrol information includes at 

least one tvoe of information selected from a g roup consistino of user information of 

the user about to use the contents, location information of the receivino apparatus, 

area information of the receivino apparatus , and time information. 
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14. (previously presented): A contents transmitting apparatus according to 
claim 13, wherein the first control information is information for reproduction of the 
content, copy of the content, storage in a non-processible area, storage in a 
processible area, display of attendant data accompanying the content, selection of 
an apparatus for transmission of the content, or control of bi-directional 
communication between the transmitting side apparatus and the receiving side 
apparatus. 

15. (previously presented): A contents transmitting apparatus according to 
claim 14 further comprising a falsification detection information adding processor for 
adding falsification detection needed/unneeded information indicative of need/non- 
need for falsification detection of the content and falsification detection information 
for performing the falsification detection to the block of the content transmitted from 
the transmitting side apparatus to the receiving side apparatus. 

16. (currently amended): A content receiving apparatus for receiving content 
transmitted from a transmitting side apparatus to a receiving side apparatus, 
comprising: 

a process designation reception processor for receiving a process designation 
corresponding to the content transmitted from the transmitting side apparatus to the 
receiving side apparatus; 

a content receipt processor for receiving one or more blocks of the content 
transmitted from the transmitting side apparatus to the receiving side apparatus. 
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wherein first control information for specifying conditions for permitting a 
process to be applied to said one or more blocks of the content is added to the block 
of the content, 

wherein the content including the first control information is stored in a first 
location of the receiving side apparatus, and 

wherein second control information for specifying conditions for which 
applying a process to the content is permitted is stored in a second location of the 
receiving side apparatus^ 

wherein the conditions specified bv the second con trol information includes at 
least one tvne of information selected from a cr oup consisting of user information of 
the user ahout to use the contents, location information of the receiving apparatus. 
area information of the receivina app aratus, and time information: and 

a content control processor for applying a process corresponding to the 
received process designation, the process corresponding to the process designation 
of the received one or more blocks, if the condition specified by the second control 
information satisfies the condition corresponding to the process designation specified 
by the first control information. 

17. (previously presented): A content receiving apparatus according to claim 
16, wherein as the process corresponding to the process designation, reproduction 
of the content, copy of the content, storage in a non-processible area, storage in a 
processible area, display of attendant data accompanying the content, selection of 
an apparatus for transmission of the content, or bi-direction communication between 
the transmitting side apparatus and the receiving side apparatus is carried out. 
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18. (previously presented): A content receiving apparatus according to claim 
17 further comprising a falsification detection processor for stopping, in case that a 
falsification of the content is detected by falsification detection needed/unneeded 
information and falsification detection information added to the content transmitted 
from the transmitting side apparatus to the receiving side apparatus, the process 
corresponding to the process designation and applied to the contents, and 
transmitting information concerning the falsification to the transmitting side apparatus 
or a third party. 

19. (previously presented): A content receiving apparatus according to claim 
18, wherein history information indicative of the process substance applied to the 
content is added to the content, and in case of the history information contradictory 
to conditions of the first control information added to the content transmitted from the 
transmitting side apparatus to the receiving side apparatus, the process to the 
content is stopped and information concerning the process is transmitted to the 
transmitting side apparatus or the third party. 

20. (currently amended): A computer program product having computer 
readable instruction cod e embodied on a computer readable storaoe usable 
medium, comprising: 

instruction for reading one or more blocks of content transmitted from the 
computer to a receiving side apparatus; 

instruction for adding first control information to said one or more blocks of the 

content, 
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wherein said first control Information specifies conditions for permitting 
processes to be applied to the content, and 

wherein the content including the first control information is stored in a first 
location of the receiving side apparatus; and 

instruction for transmitting said one or more blocks of the content from the 
computer to the receiving side apparatus, 

wherein a second location of said receiving side apparatus holds second 
control information for specifying conditions for which applying processes to the 
content Ir permitted, s o that a process corresponding to a process designation 
received by the receiving side apparatus is applied to said one or more blocks of the 
content if a condition specified by the second control Information satisfies a condition 
corresponding to the process designation specified by the first control information^ 

wherein the conditions specified bv the sec ond control Information includes at 
least one type of information selected from a or o up consisting of user information of 
the user about to use the contents, location info rmation of the receiving apparatus. 
area information of the receiving apparatus - and time Information. 

21 . (previously presented): The computer program product according to 
claim 20, wherein said one or more blocks of the content transmitted from the 
computer to the receiving side apparatus has an area to which falsification detection 
needed/unneeded information indicative of need/non-need for falsification detection 
of the content is added, further comprising: 

instruction for adding the falsification detection needed/unneeded information 
and falsification detection Information for performing the falsification detection to the 
block of the content. 
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22. (currently amended): A computer program product having computer 
readable instruction code embodied o n a computer fetsab te readable storage 
medium, comprising: 

instruction for receiving a process designation concerning content transmitted 
from a transmitting side apparatus to the computer; 

instruction for receiving one or more blocks of the content transmitted from the 
transmitting side apparatus to a first location of the computer, 

wherein said one or more blocks includes first control information for 
specifying conditions for permitting processes to be applied to the content, af=^d 

wherein the computer stores in a second location second control information 
for specifying conditions for which aoplving processes to the content is permitted, 

wherein the conditions soecified bv the second control information includes at 
least one tvne of information selected from a o roup consistino of user information of 
the user about to use the contents, location info rmation of the receiving apparatus, 
area information of the receiving apparatus, an d time information in a socond 
l ocat i on ; and 

instruction for applying a process corresponding to the process designation to 
the received one or more blocks of the content, if a condition specified by the second 
control information satisfies a condition specified corresponding to the process 
designation by the first control information. 

23. (previously presented): The computer program product according to 
claim 22, further comprising: 
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instruction for stopping, in case that a falsification of the content is detected by 

falsification detection needed/un needed information and falsification detection 

information added to the content transmitted from the transmitting side apparatus to 

the computer, the process corresponding to the process designation and applied to 

the content, and transmitting information concerning the falsification to the 

transmitting side apparatus or a third party. 

24. (previously presented): The computer program product according to 
claim 23, wherein history information indicative of the process substance applied to 
the content is added to the content, further comprising: 

in case of the history information contradictory to the conditions of the first 
control information added to the content transmitted from the transmitting side 
apparatus to the computer, instruction for stopping the process applied to the content 
and transmitting information concerning the process to the transmitting side 
apparatus or the third party. 

25. (previously presented): A contents control method according to claim 1 , 
wherein the second information stored in the receiving side apparatus is information 
acquired by the receiving side apparatus from the transmitting side apparatus or a 
third party. 

26. (previously presented): A contents control method according to claim 25, 
wherein the information acquired by the receiving side apparatus is information 
acquired concomitantly with authentication with the transmitting side apparatus or 
the third party. 
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